
AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Executive Director - Corporate, Customer & 
Community Services  

2017/18 QUARTER 4 CORPORATE RISK REPORT  

1.0 EXECUTIVE SUMMARY 

1.1 The purpose of this report is to provide Members with an update on 
progress with the 2017/18 corporate risks for the fourth quarter to 31 
March 2018.  

1.2 A high level summary of the position with all corporate risks is 
presented as Appendix 1 which includes all risk scores, direction of 
travel and a summary risk profile of all corporate risks.

1.3 Members are also provided with a detailed register of all individual 
corporate risks in Appendix 2. For each corporate risk, this provides 
information about the causal factors for the risk; activity undertaken 
during the previous quarter to improve the control and management of 
the risk; and a forward look at further improvements to the controls 
and measures to manage or tolerate the risk.

1.4 Finally, Appendix 3 provides an updated overview of all corporate risks 
and opportunities for each of the Council priorities.

1.5 All of the corporate risks have been reviewed and approved by the 
Corporate Governance Group, Corporate Management Team, 
Directorate Management Teams and individual risk owners.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The Council Plan 2016-2019 sets the context for Service Plans and Area 
Plans, each ensuring the delivery of the Council’s five priorities. All 
risks included in the Corporate Risk Register have been identified in 
the context of the 2016-2019 Council Plan and the following Corporate 
Priorities:

 To safeguard children and support families and schools so that 
all children in Cumbria can grow up in a safe environment, and 
can fulfil their potential;

 To support older, disabled and vulnerable people to live 
independent and healthy lives

 To enable communities to help shape their local services, 
promote health and wellbeing and support those in poverty



 To provide a safe and well managed highways network, secure 
infrastructure improvements and support local economic growth

 To be a modern and efficient council.

2.2 Each of the Council’s service plans set out how services will contribute 
to the delivery of Council priorities, together with other statutory 
responsibilities. These plans also include identified risks that require 
to be managed to ensure the delivery of service and council priorities 
and have the potential to escalate to the Corporate Risk Register.

2.3 In order to effectively deliver these priorities, the Council is required to 
have good systems of corporate governance and internal control in 
place, including robust risk, performance, financial, and other 
operational management processes and procedures. 

2.4 Continuous review of all strategic level risks is an integral part of the 
routine implementation of the Council’s Risk Management Policy. 

3.0 RECOMMENDATION

3.1 Members are asked to note the content of the report, and agree that it 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

3.2 Members are asked to identify other areas of risk for further detailed 
examination at future Audit & Assurance Committee meetings.  

4.0 BACKGROUND

Notable Risk Management Activity in Quarter 4 & planned for Quarter 1: 
4.1 A range of improvement activities have been undertaken during Quarter 4 

aimed at further strengthening the Council’s approach to risk management. 
These are set out below.

Review of Performance & Risk Management Framework, including 
Internal Audit Action Plan

4.2 The work to review the Performance and Risk Management Framework 
(PRMF) has progressed with the new framework aligning to the 2018-2022 
Council Plan agreed by Full Council on 15 February 2018. This new 
framework will be considered by Cabinet under a separate agenda item at 
this Cabinet meeting. 

4.3 The new P&RMF will include consideration of an action plan to address the 
Performance and Risk management actions from the Internal Audit Action 
Plan ensuring that a consistent approach is embedded across the Council 
regarding Performance & Risk Management arrangements.

4.4 This new approach will include the introduction of a newly developed 
Guidance for Developing and Managing Non-Strategic or Operational 
Policies and Procedures which was approved by CMT in January 2018 and 
was produced in response to concerns raised in the Internal Audit Annual 
Report with regard to the development, approval and maintenance of 
policies, procedures and other guiding documents.



Amey Lessons Learned Report & Action Plan
4.5 The Lessons Learned actions relating specifically to risk management 

arrangements are progressing well in line with the action plan agreed with 
Members; 

4.6 In January 2018, Zurich Municipal (ZM) undertook a risk review of the 
Council’s commissioning, procurement and contract management processes 
as well a review of three specific contracts from differing service areas 
across the Council. The final report on this review has now been received 
and the recommendations will be addressed to further improve the Council’s 
risk management arrangements.

4.7 A number of two-day Contract Management training courses and half day 
Contract based Risk Management training course have now been delivered 
throughout Quarter 4 to the Council’s commissioning, procurement and 
contract managers and officers. Further Contract Risk Management courses 
will be delivered during 2018/19.

4.8 In March 2018, Elected Members took part in two training workshops; firstly 
a Risk Management Training session delivered by Zurich Municipal followed 
by a Contract Management Training session delivered by the Senior 
Manager Procurement and Contract Management.

Review and refresh of Corporate Risks for 2018/19.
4.9 In February 2018, a Risk Management workshop took place at Extended 

Leadership Team to review the Council’s current risk management approach 
and to identify opportunities to strengthen arrangements at both a Strategic 
and Operational level. These findings have been collated and a further 
action plan developed.

4.10 One of the key actions from the February ELT session was to hold a further 
workshop with Extended Leadership Team to refresh the Corporate Risk 
Register for 2018/19, in line with the new Council Plan Delivery Plan and 
Extended Leadership Team reshaping. This workshop took place on 2 May 
2018 and the outcomes will be explored and developed further with each 
new areas of responsibility within Directorates in order to refresh Strategic & 
Operational risks for 2018/19.  

4.11 Once the Council Plan Delivery Plan 2018-2022 and Performance & Risk 
Management Framework have been considered by Cabinet and the 
Strategic & Operational risks have been refreshed, then a workshop is 
proposed with elected members of the Audit & Assurance Committee in July 
2018. 

4.12 For the 2018/19 Quarter 1 risk report, a new reporting format will be used to 
ensure there is a clear focus on the identification and development of 
controls employed to mitigate the risk and drive the risk exposure and risk 
scores down to a tolerable level. 

Implementation of the new General Data Protection Regulations
4.13 The new General Data Protection Regulations (GDPR) came into force on 

25 May 2018. The Council put in place a GDPR working group, chaired by 
the Assistant Director Organisational Change, to drive a project based 
implementation plan to ensure the compliance deadline was met. 



4.14 A risk assessment of the GDPR project workstreams took place during 
Quarter 4 to identify the main gaps and the resources required to ensure the 
Council meets the project deadline, or has plans and resources in place to 
finalise the small number of outstanding low risk actions.

4.15 The main area of risk was centred around the data discovery phase of the 
project and the production of the Information Asset Register. This was a very 
complex and detailed piece of work and additional capacity was secured to 
assist the Council in the development of this asset register. 

4.16 A communication and training plan was also progressed to ensure all 
Council staff are aware of the changes and implications of these regulations 
to their role, with e-learning and training courses conducted throughout 
Quarter 4.

4.17 In addition, three elected member training sessions on the new GDPR 
requirements were delivered on 21 & 22 May and a further session planned 
for 21 June, assisted by Zurich Municipal and the County Council’s Data 
Protection Officer. 

5.0 CURRENT CORPORATE RISK REGISTER QUARTER 4 2017-18

5.1 Summary of Corporate Risks: There are currently 16 risks on the Quarter 
4 corporate risk register:-

8 high risks
8 medium risks

Appendix 1 provides an overview of the position with each of these risks. 

Appendix 2 provides a detailed view of each of the 16 risks.

Table 1, below, illustrates the spread of these risks across the Council’s 
2017/18 priorities; with the greatest number of high risks being directly linked 
to Health and Social Care Integration and the transformation agenda. The 
majority of other high risks are split between the then Children and Families 
Directorate and the Resources and Transformation Directorates.  

Table 1 – Risks by Council Priority High
(15-25)

Medium 
(6-12)

Low 
(1-6)

Total

Priority 1
To safeguard children and support families and 
schools so that all children in Cumbria can 
grow up in a safe environment, and can fulfil 
their potential

1 2 0 3

Priority 2
To support older, disabled and vulnerable 
people to live independent and healthy lives

3 3 0 6

Priority 3
To enable communities to help shape their 
local services, promote health and wellbeing 
and support those in poverty

0 1 0 1



Priority 4
To provide a safe and well managed highways 
network, secure infrastructure improvements 
and support local economic growth

1 0 0 1

Priority 5
To be a modern and efficient council 3 2 0 5

5.2 Summary of changes to Corporate Risks compared with previous 
quarter: The summary of all corporate risks in Appendix 1 provides the risk 
scores at Quarter 4 compared to previous quarter and end of year target 
score. In summary, four risks have reduced in score in the last quarter, with 
all other risk scores remaining stable during this period. In addition, one risk 
has reduced in score, the Medium Term Financial Plan risk, compared to 
Quarter 4 at 2016/17.  

5.3 Table 2, on the following page, provides a further summary of changes to the 
corporate risks and monitoring of emerging risks. In summary, no new 
corporate risks have been identified for inclusion on the register and no risks 
have been closed off. Four risks have reduced in score in the last quarter, 
including:

 The failure to meet the Regulatory Standards of the CQC – this risk 
has reduced in score from 20 to 15.

 The failure to meet care needs & deliver continuity of care – this risk 
has reduced in score from 16 to 15. 

 Health & Social Care Integration - this risk has reduced in score from 
15 to 10.

 Serious failure in Children’s safeguarding procedures – this risk has 
reduced in score from 15 to 10.

 No further corporate opportunities or emerging risks have been 
identified during Quarter 4 and all emerging risks continue to be 
monitored as part of the Council’s horizon scanning activity in order to 
track the impact of these changes and associated risks on the 
Council’s resources. 

5.4 Horizon Scanning: In support of the identification of emerging issues and 
risks, consideration of the external policy context for the Council has been 
undertaken during Quarter 4 and will continue in order to understand the 
potential impact and implications for the Council.  

5.5 Key developments being monitored include the following:

 Ongoing implications of Brexit and the UK’s negotiations with the EU 
 Reform to public services and national developments with the digital 

agenda



Table 2 – Summary of Risk Management Changes at Quarter 4
No new risks have been identified during 
Quarter 4
No risks have been closed during Quarter 4

Four risks have reduced in score during this 
quarter
All other risk scores have remained stable

Financial Sustainability of School Funding
Apprenticeship Levy
CF&RS mobile communications system
Brexit implications 
Non delivery of Statutory Services

To influence the economic potential of 
Cumbria through the development of a 
Local Industrial Strategy, the Borderlands 
Growth Deal and other opportunities to 
secure government funding
To develop a Single System approach to 
Waste Management

6.0 OPTIONS
There are 3 options for Members to consider:

6.1 Option 1 - Members agree that the content of the report and the appendices 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

6.2 Option 2 - Members agree that the content of the report and the appendices 
does not provide sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

6.3 Option 3 - Members identify any additional new or emerging risks or 
opportunities to be considered. 

7.0 CONCLUSION

7.1 All Corporate Risks have been reviewed and approved by officers for 
2017/18 Quarter 4 up to 31 March 2018. 

7.2 The current risk register contains 16 high or medium rated risks and work 
continues to either contain or successfully manage and mitigate those risks 
within the 2017/18 target rating. 

7.3 Officers continue to monitor emerging opportunities & risks with a view to 
inclusion within service plans or on the risk register as and when they 
become relevant.

Dawn Roberts
Executive Director - Corporate, Customer & Community Services   

Date: 24 May 2018

Appendices

Appendix 1 Corporate Risk Summary & Profile Q4 2017/18
Appendix 2 Corporate Risk Register Q4 2017/18 
Appendix 3 Summary of risks & opportunities by Council priorities Q4 

2017/18 



Electoral Division(s): All
*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision * No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?

No*Has an equality impact assessment been undertaken?

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny

BACKGROUND PAPERS

No background papers

RESPONSIBLE CABINET MEMBER

Councillor Stewart Young, Leader of the Council

REPORT AUTHOR

Contact: Helen Kirk, Senior Risk Officer 
Corporate, Customer and Community Services
Email Helen.kirk@cumbria.gov.uk
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